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Target Audience 

• EHC members 

Objectives 

This lesson will help participants: 

• Learn about consumer scams. 
• Utilize consumer decision-making skills to avoid being scammed. 

Advanced Planning 

You should read over the lesson and gather any materials and supplies you will need. 

Welcome participants. 

Lesson Script 
Use the script as a guide. You may use the PowerPoint presentation to help you present the 

main points. 

Lesson Materials 
• Leader Training Guide 
• Script: Avoid Being Scammed 
• PowerPoint: Tips to Avoid Being Scammed 
• Handout: Ten Tips to Avoid Being Scammed 

The Arkansas Cooperative Extension Service offers its programs to all eligible persons regardless of race, color, national origin, religion, gender, 
age, disability, marital or veteran status, or any other legally protected status, and is an Equal Opportunity Employer. 



Avoid Being Scammed Script 
People are out to get you. Con artists are busy thinking up the next scheme to trick people 

into parting with their cash. What can consumers do? Protect yourself with these ten tips: 

1.	 Protect your personal information including Social Security number, credit card 
numbers, debit card numbers, PINs (personal identification numbers) and 
passwords. 

A thief can use these details to order checks or credit cards, apply for loans or otherwise 
commit fraud using your name. Among the preventative measures you can take: 

•	 Don’t provide financial and other personal information in response to an 
unsolicited phone call, fax, letter or e-mail – it could be from a fraud artist 
masquerading as a legitimate business person or government official. 

•	 Be particularly cautious with your Social Security number (SSN). While your 
employer and financial institutions will need your SSN for tax purposes, you have 
the right to refuse requests for your SSN from merchants and service providers 
(who have other ways to identify you). Also, if your state puts SSNs on driver’s 
licenses, find out if you can use another number. 

•	 Keep sensitive documents such as bank statements, credit card statements, tax 
returns and checks in a safe place at home. Shred these documents before 
discarding them. 

•	 Choose PINs and passwords for your bank and Internet accounts that will be 
tough for someone else to figure out. Don’t use your birth date or home address, 
for example. 

2.	 Deal only with legitimate, reputable businesses. 

Try to do business with companies you already know or that have been recommended. 
Do your research before giving money or personal information to an unfamiliar 
merchant (or charity or any other organization). For example, contact the Arkansas 
Attorney General’s office or the Better Business Bureau and ask about complaints, 
lawsuits or other matters involving a company’s reputation. To check out an unfamiliar 
banking institution, contact the FDIC. 

3. 	 Get key details in writing, and thoroughly check them out before agreeing 
to anything. 

Don’t rely on a salesperson’s oral representations for a significant purchase or 
investment. Get as much written information as possible, including a contract specifying 
cost information and your consumer rights. If a marketer refuses to supply written 
information or employs high-pressure sales tactics to get you to act fast, take that as 
your cue to say “good-bye.” 
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4.	 Beware of “deals” requiring money up front. 

“Congratulations, you’ve won a free vacation!” “Get rich quick – at no risk!” “We’ll fix 
your credit problems – fast.” Do these sound familiar? They’re likely to be schemes to 
trick you into sending money or providing bank account information in exchange for 
promises of goods or services that will never be delivered. Be skeptical of any offer that’s 
“free” or otherwise hard to believe and that, as a precondition, requires you to pay 
money (perhaps for a supposed “fee” or “tax”). 

5.	 Be extra careful when providing personal information over the telephone or 
Internet. 

Scam artists hide at the other end of the phone line or computer screen. So, don’t give 
bank account information, Social Security numbers or personal data in response to an 
unsolicited phone call or e-mail. Remember that a legitimate company would never ask 
for passwords or other personal information by e-mail. Before providing credit card or 
other information to a Web site, confirm that the site is legitimate, not a copycat 
designed by a crook, by verifying that the Web site’s address is an exact match for what 
appears in literature from the company or some other reliable source. You’d be wise to 
avoid an online merchant who doesn’t list a phone number or physical address – possi­
ble signs that the Web site and its owners are fraudulent. Also look for assurances on the 
Web site about security procedures for safely transmitting and storing your credit card 
number, password and other personal information you’re asked to provide. 

6.	 Safeguard your incoming and outgoing mail. 

It could include checks, credit card applications, bank statements and other items of 
value to a thief. Try to send and receive mail using locked mailboxes or otherwise secure 
locations. Remove incoming mail from your mailbox as soon as possible. If your mail­
box is unlocked and you’re going to be away on vacation or some other travel, have 
your mail held at the post office or picked up by a neighbor. If you’re expecting a check, 
a credit card or bank account information and it doesn’t arrive within a reasonable time 
period, notify the sender. As for outgoing mail containing a check or other personal 
financial information, put it in a blue Postal Service mailbox, hand it to a mail carrier or 
take it to the post office. 

7.	 Stop bandits from recycling your trash into cash. 

Thieves known as “dumpster divers” pick through garbage looking for credit card 
applications, monthly bank statements, receipts, “loan checks” (mailed by financial insti­
tutions with offers to “write yourself a loan”) and other documents they can use to 
commit fraud. Before tossing out these items, destroy them, preferably using a “cross­
cut” shredder that turns paper into confetti. Before selling, donating or disposing of an 
old personal computer, use special software to completely erase files that contain 
financial records, tax returns and other personal information. “Be aware that thieves can 
sometimes access personal information from computer disks, even if you’ve deleted or 
revised the files on the disk,” warns Elizabeth Kelderhouse, an FDIC community affairs 
officer. “The easiest solution is to break any disk before throwing it away.” 
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8. Limit the confidential information in your wallet in case it gets lost or stolen. 

Don’t carry around more checks, credit cards or other bank items than you need. 
Consider reducing the number of credit cards you carry by canceling ones you don’t 
use. Keep passports, Social Security cards and birth certificates in a secure place, not in 
your wallet. Never keep passwords or PINs on or near your checkbook, credit card, 
ATM card or debit card. 

9. Review your credit card bills and bank statements as soon as they arrive. 

If you notice something suspicious, perhaps a credit card purchase you didn’t make or 
an unauthorized withdrawal from your checking account, contact your financial institu­
tion immediately. While federal and state laws limit your losses if you’re victimized by 
financial fraud, sometimes your maximum liability depends on how quickly you report 
the problem. If no statement arrives, that could be a sign that an identity thief has 
changed your mailing address for purposes of committing fraud in your name but from 
another location. 

10. Monitor your credit report for warning signs of fraud. 

Most experts say you should check your credit report at least once a year from each 
of the three major credit bureaus: Equifax (800-685-1111, www.equifax.com); 
Experian (888-397-3742, www.experian.com) and TransUnion (800-888-4213, 
www.transunion.com). When you get your report, look for anything suspicious, such as 
credit cards and loans or leases that have been wrongfully taken out in your name. 
Another option is to pay a service to help you monitor your credit report for possible 
signs of fraud. 

The most recent data from the Federal Trade Commission shows that the top scams 
reported by Arkansas consumers in 2004 were Internet auctions, shop-at-home or catalog sales, 
foreign money offers, Internet services and advance fee loans/credit repair. The most frequently 
reported types of identity theft were credit card fraud, bank fraud, phone or utilities fraud, 
employment-related fraud, government documents or benefits fraud and loan fraud. If you 
suspect a scam, contact the Arkansas Attorney General’s office by calling toll free 800-482-8982 
(statewide) or online at www.ag.state.ar.us. 

Source: Federal Deposit Insurance Corporation. “Ten Simple Things You Can Do to Fight Fraud,” FDIC Consumer 
News, Spring 2003. 
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